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Disclaimer 
Whilst every effort has been made to ensure that the information and content within this user manual is accurate, up-to-date and reliable, The information provided is on an “as is” basis.  BTL shall have neither liability nor responsibility to any person or entity with respect to any loss or damages arising from the information contained in this manual or from the use of the software accompanying it.
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Preface

This User Guide explains the functionality available in BTL’s SecureAssess XE "SecureAssess"  product.  SecureAssess is the system used to manage the delivery of online assessments of qualifications which are defined in BTL’s ItemBank XE "ItemBank"  product (IB3.1).  Question content is developed using the Content Producer 3 (CP3 XE "CP3" ) authoring tool.  The diagram below illustrates this context for the SecureAssess product in the overall flow from question authoring to online delivery of assessments.  For information on either CP3 or the IB3.1, you should refer to the appropriate product documentation.
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The SecureAssess documentation set comprises the following:
· SecureAssess Essentials

· SecureAssess Board Guide

· SecureAssess Guide for Centres

· SecureAssess System Administrator Guide

1. 

How To Use This Manual

This manual is designed to support users who have been trained on using SecureAssess XE "SecureAssess"  and is therefore presented as a reference guide.  If you have not received training, you should raise this with your Administrator or line manager before using the system.

The Essentials Guide covers functionality which all users have access to regardless of their level of user permission.

Read Chapter 2 and familiarise yourself with how to login to the system and ensure you understand the user role you have been granted, since this will dictate the functionality available to you.  This chapter also explains the general layout of the screens and how to search for information on the screens.
If you are working within the exam board, then you should refer to SecureAssess Board Administration Guide,  which covers functionality only available to Board users.  You should then read the Guide for Centres which contains a description of the functionality available for use on a day to day basis within centres.
If you are working within a centre, you should read Secure Assess Centres Users which contains a description of the functionality available for use on a day to day basis within centres.
Please note that screenshots may vary in graphical style from those of your system.  This is due to the system graphics having been customised for the client by BTL.  The layout and functionality of the screens in this manual will be consistent with your system.

2. 
Login to System

Your unique username and password will be assigned to you by a system administrator or user manager. Higher level board users should receive their login information from BTL.  They will also provide you with the web-link, for accessing SecureAssess XE "SecureAssess" . You would normally receive this information via e-mail. 

Click on the web-link to access the login screen
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Picture shows section from the login screen.

Type in your user name and password and select the ‘Login’ button. 
 

Your web browser will then display the home page for SecureAssess XE "SecureAssess" .  See Section 3 Home Page for details of this screen.  

Across the top of the screen you will see a series of tabs. The Home page appears as one of these tabs.  Use these to access different areas of the system.
  

Requirements
SecureAssess supports the following web browsers:


Internet Explorer 6 and 7


Firefox version xxx 
You will also need to have the Flash Player ‘Add-on’ of version 9 or above installed. Most computers will already have this add-on. The system will warn you if you try to log on with out this.  To download the Flash player, go to  www.adobe.com/go/getflashplayer. 
Note: All navigation and actions must be performed using the functions within the SecureAssess interface, not the functions of the browser.  Any attempt to use the browser’s Back, Forward, or Refresh buttons – as well as various of the browser’s keyboard shortcuts – will return you to login screen, with the loss of any unsaved changes.

User Permissions & Roles
SecureAssess makes a distinction between users and candidates: 
Candidates can take online exams.  The distinguishing detail is that candidates have a unique candidate reference number (SCN).  Staff users can also be candidates (and therefore take an exam) if they are given an SCN. To manage the creation and editing of candidates use the Candidate Management Screen.

Users are members of staff either at the awarding body or in centres who have a login and can access system functionality. Users are those people who run the system, i.e. employed either by the awarding body or a registered centre. For creating and editing staff users, use the Centre Users Management screen.
SecureAssess XE "SecureAssess"  supports eight different types of user permissions XE "user permissions"  for staff users.  Each permission provides different levels of access to the system functionality. See below for more information on permissions. 
Roles are associated with a set of user permissions.  Roles are set to be valid for use at a particular centre.  For example users may be given a role to mark exams at several different centres, however they may only be allowed to schedule exams at one particular centre.  
As part of the installation and configuration process, BTL will agree with the awarding body the roles to be created and which permissions will be available to each role.  These roles are then available when registering new users within the system.  
In addition, user accounts should be associated with one or more qualifications so as to control access to exam and candidate information.  For example, in order to schedule an exam, users must be associated with the qualification to which that exam pertains.
The permission levels correspond to areas within the SecureAssess system. Users may have access to all, some or just one area of the system. The table contains a brief explanation of each user level entitlement and specifies the documentation detailing the relevant functionality.

	Permission / Area
	Description
	Document

	Centre Accounts Management XE "Centre Accounts Management" 
	Create, edit and remove assessment centres. Access is typically granted to a user within the awarding body.
	SecureAssess Board Administrator Guide

	Centre Users Management XE "Centre Users Management" 
	Create and edit users - grant roles to users as part of this process.  The system supports allocating an SCN to a member of staff so that they can also be registered as a candidate and take exams.
	SecureAssess Centre Users

	Candidate Management
	Register and edit the details of candidates. Includes an upload facility, to upload candidate details from a .CSV file.
	SecureAssess Centre Users

	Cohort Management XE "Cohort Management" 
	Each centre is organised into one or more cohorts (group of candidates).  This permission allows creation and editing of the cohorts and members of those cohorts in the centre.
	SecureAssess Centre Users

	Schedule Exam XE "Schedule Exam" 
	Schedule examinations within a centre.
	SecureAssess Centre Users

	Keycodes
	Obtain the keycodes for each candidate.  Each candidate requires a keycode in order to login to their exam.
	SecureAssess Centre Users

	Mark Scripts XE "Mark Scripts" 
	For examinations which require human marking, users with this permission are able to mark examinations.
	SecureAssess Centre Users

	Roles Management XE "Roles Management" 
	Creation of User Roles and which permissions are allocated to each role.  This is intended to be used by BTL initially to create the roles required by the client.  However, users within the awarding body may be granted this permission so that roles can be edited/created without the need for BTL support.
	SecureAssess 
System Administrator Guide


Screen Layout
Throughout the SecureAssess XE "SecureAssess"  screens, some common screen controls appear.  These are explained in this section.

With the exception of the home page, each screen within SecureAssess XE "SecureAssess"  adopts a standard layout as follows:

	Menu tabs

	Search options which restrict the data viewed in the table below.  There are ‘Basic’ and ‘Advanced’ filtering options.


	

	A table containing the information you are interested in, for example lists of users, centres, exams etc.


	
	Buttons to Create or Edit  entries to the above table.



3. Searching
Searching XE "searching"  restricts the data appearing on screen. Use the search to display only the information in which you are interested. You can use the search to view a set of information, or to find individual data. You can use basic or advanced search options to do this.

Basic Mode Searching
By default each screens search option is set to a basic mode.  This allows you to quickly perform the most commonly required searches. 
To run a basic search, enter the information in the search field and select ‘Submit’.

Important: To clear the search criteria, delete the text in the text box and click submit.

A yellow tooltip on the search field explains which of the table columns are being searched.  The example below shows a tooltip. This indicates that when you enter text and click submit, the system will search through Centre Names, SCN’s and Surnames for the text you entered. 
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Advanced Mode Searching

Select the ‘Advanced’ button to expand the search options carry out more complex searching.
[image: image4.jpg]Search
Centre Name Surname SCN Qualification
[ 3spanese
@ contains O Exactmatch @ contains O Exactmatch @ contains O Exactmatch | [7] madis

More User Option

[ show candidates

[besic )





Enter the appropriate information in the fields provided. You can search for information that matches the data exactly, or for information that just contains that data.  

To apply the chosen search to the table, select the ‘Apply’ button.  This will search the available information for entries which match your search criteria.
Select the ‘Reset’ button return the search options to their original state.
Select the ‘Basic’ button to return the basic search view.
Types of Search Controls

The search controls which are used throughout SecureAssess are shown below:
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	Text and Number Search XE "Search" .

Type text or numbers directly into the search field. In basic mode, the entire table will be searched, for information with an exact match. Use the advanced search to look for information within specific table columns. 
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	Specify Match Criteria

In advanced mode, define how particular you require the search results to be. The default option is ‘contains’, meaning the column contains that information. Select the ‘exact match’ option for more specific results. 
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	Date Range Control

Use the range control slider to set the start and end of date.  The system will search for any dates which lay between the specified dates..
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	Tick Lists
Tick the values for which you want to see entries in the table.  This approach is used when the information in a table column is always a set of discrete values.


4. Tables

Table Re-Sizing
Adjust the widths of table columns by hovering over the column dividing lines, the mouse pointer changes to a double headed arrow. At this point, left click the mouse and drag left or right to re-size the column width.
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Re-Ordering Table Columns
The left-to-right order in which columns appear in the table can be changed by the user.  To do this, left click on a column heading and drag it left or right to re-position it.
5. 
Home Page XE "Welcome Page" 
This chapter covers the SecureAssess Home page, including changing your personal details and password.  When you login to the system you will see the SecureAssess Home Page shown below:
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The welcome page is displayed for all users, irrespective of the permissions they have been granted.  The page contains the following items:

Information 
Information about the system, news items, links to updated FAQ, support contact details etc. The information section of the home page will be updated with latest news.  This page is under the control of the Awarding Body and its contents cannot therefore be detailed in this manual

Change Details 
Select to change your name and contact details. Enter the new information in the fields provided. Select ‘OK’ when you have finished. 
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Picture shows ‘Change My Details’ dialogue box.
Change Password
Select the ‘Change My Password’ button to change your own password. It is recommended that you do this when you first log on to SecureAssess. Enter the information in the fields provided and then select ‘OK’
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Picture shows ‘Change My Password’ dialogue box.
Powered by BTL 
The powered by BTL logo, links to information about BTL Products.  This link is present on every screen.

6. 
Frequently Asked Questions
1. What do I do if I forget my password?

You should request your Administrator or nominated user manager to reset your password.  A new password will then be assigned to you, and you will be notified of it by an email to the email address specified for your username.

Glossary

Centre

This is usually a physical location where candidates sit examinations.  However the delivery of examinations online allows for a centre to be virtual.  Exam candidates are registered with centres which in turn have been associated with specific qualifications.
Cohort

A group of candidates.  Example cohorts would be: all candidates registered at a centre; all pupils in year 1 at a school; class 1a in year 1 at a school.

Examination

Permission

Role

Sitting

User

Error Messages

	Error Code
	Error Message On Screen
	Explanation

	1
	Unknown error
	An error occurred for which the system cannot trace the fault. 

	2
	User validation failed (your session may have expired - try re-logging in)
	The system was unable to validate your current session. This may be because you have remained logged into the system for a long period of time without carrying out any action. For security reasons the system has therefore logged you out. Try logging in again. If your login credentials no longer work please contact your account administrator. 

	3
	Invalid token
	

	4
	Data does not exist
	

	5
	Cannot create data
	

	6
	Database connection string not found in App.config
	

	7
	String input too long
	

	8
	Database error
	

	9
	Operation failed
	

	10
	Incorrect input
	

	12
	Key does not exist in application configuration file
	

	13
	Key has no value in application configuration file
	

	14
	The value associated with the key in the application configuration file is not an integer
	

	101
	Invalid contact type
	

	102
	Unable to create role
	

	103
	Cannot find specified centre
	

	104
	Unable to retrieve roles
	

	105
	Insufficient permissions to perform operation
	

	106
	Role does not exist
	

	107
	Unable to retrieve qualifications for user
	

	108
	Unable to retrieve grantable roles
	

	109
	Filter conversion error
	

	110
	Unknown ItemBank error
	

	111
	Unable to log into ItemBank
	

	112
	Unable to obtain exams from ItemBank
	

	113
	New user must have at least one role
	

	114
	Operation requires that you are associated with at least one qualification
	

	115
	Invalid status change
	

	116
	Operation requires that you have the qualifications you are attempting to add or remove
	

	117
	User was created, but system did not successfully e-mail account details to user
	

	118
	A corrupt item from IB3 was detected, data is NULL
	

	119
	A corrupt item from IB3 was detected, data is corrupt and failed checksum
	

	120
	An exam item was unavailable due to problems on an up-stream system
	

	121
	An exam item was unavailable due to persistant comms errors to an up-stream system
	

	122
	Failed to download any Exam items for an Exam
	

	123
	It was only possible to download some Exam items for an Exam
	

	124
	Unable to unpack the ExamItem downloaded from ItemBank
	

	125
	Unable to store ExamItem downloaded from ItemBank
	

	126
	Unable to send e-mail
	

	127
	An e-mail address is required for a user being assigned non-base permissions
	

	128
	Unable to decode logging level
	

	129
	Incorrect user ID
	

	130
	Cannot create a new user that is retired
	

	131
	User being given a role at a centre to which they are not being added
	

	132
	You cannot assign a user qualifications which you do not have yourself
	

	133
	Attempting to grant/remove a role which you do not have permission to grant
	

	134
	A username must be supplied
	

	135
	System could not e-mail report to you because you do not have an e-mail address
	

	136
	Not allowed to remove user from global centre
	

	137
	Unable to build list of needed qualifications
	

	138
	Current filter input error
	

	139
	Parent filter input error
	

	140
	Incorrect exam state
	

	141
	String input is null
	

	142
	String input is empty
	

	143
	Invalid return string
	

	144
	The XML is invalid
	

	145
	Unable to obtain error code
	

	146
	Result could not be obtained
	

	147
	The exam requires human marking, and therefore cannot be auto marked
	

	148
	Could not obtain centre IDs for operation
	

	149
	The key code is not valid
	

	150
	You must have at least one qualification to perform this operation
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� When you have logged into the system, you should use the “change my password” facility to make your password more secure.





� The tabs available will depend on the user role you have been given


� Both staff users and candidates are given usernames to login to the system.  This is to support future versions of the system whereby candidates can review their own exams etc.
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